How to Protect Your Company from Computer Fraud

How does fraud or account take-over occur?

	An employee unintentionally installs malware that tracks all of their key strokes
· Opening an e-mail attachment that installs the program
· Clicking on a link within an unsolicited or spam email
· Accepting a fake friend request on a social networking site
· Visiting a legitimate, but compromised web site that installs the program

	Once the fraudster has your login credentials, they log into your Internet Banking or Cash 	Management account and transfer out your money. 


How do you protect your computers?

	1.  Educate your staff
· Do not respond to, open attachments or click on links in un-solicited emails.
· Most legitimate organizations such as banks, the IRS or Social Security will never request personal information from you by email.
· If you aren’t sure, call the company at the phone number you would normally use to contact them (not the phone number in the email)

	2.  Enhance your computer security
· Install and maintain real-time anti-virus, anti-spyware and malware detection and removal software
· Install routers and firewalls to prevent unauthorized access to your computer or network
· Install security updates to operating systems and applications as they become available.  (Microsoft issues security patches every month on the 2nd Tuesday)
· Use your pop-up blocker
· Encrypt sensitive folders on your hard-drive
· Do not use public Internet access points (Internet cafes, public Wi-Fi hotspots, airports or libraries) to access bank accounts or personal information

	3.  If you initiate ACH or wire transfers electronically, configure the system so that it requires	 one person to initiate the transaction with a second person to authorize it.

	4.  Note any changes in your computer’s performance
· Dramatic loss in speed
· Changes in the way things appear
· Computer locks up or reboots unexpectedly
· Inability to shut down or restart computer 
· An unexpected request for login credentials in the middle of an online session
· Unusual pop-up messages
· New or unexpected tool bars or icons
	5.  Reconcile and monitor all bank and credit card accounts on a regular basis.

	6.  If you detect suspicious activity, immediately disconnect your pc from the Internet.
· Clean all malware from pc
· Contact all financial institutions
· Change all online passwords
· [bookmark: _GoBack]Review all transactions for at least 60 days






